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O  ver  the  last  several  years,  it  has  become  apparent  that  the  domains 
facilitating  all  international  interaction — sea,  air,  space,  and  cyberspace — are 
increasingly  congested,  contested,  and  complex.  These  domains  constitute  the 
connective  tissue  of  an  ever  more  interconnected  international  system.  It  should, 
therefore,  come  as  no  surprise  that  the  level  of  activity  and  investment  by  both 
state  and  non-state  actors  is  rapidly  increasing.  Satellites  are  being  launched, 
submarines  are  being  built,  long-range  aircraft  procured,  and  powerful  cyberspace 
capabilities  are  being  maintained  by  states  that  only  two  decades  ago  were  just 
beginning  to  employ  rudimentary  computer  systems.  Non-state  actors,  ranging 
from  pirates  off  Somalia  to  cyber  “hacktivists”  to  the  growing  number  of 
commercial  players  that  own  and  operate  satellites,  further  complicate  this 
landscape. 

The  implications  of  these  developments  are  not  fully  understood  by  the  U.S. 
national  security  community.  Yet,  there  is  a  broad  consensus  that  they  represent 
both  a  significant  challenge  and  a  major  opportunity.  Therefore,  if  the  United 
States  is  to  continue  its  role  in  helping  create  and  sustain  an  international 
system  that  promotes  peace  and  prosperity,  it  must  update  strategic  concepts, 
adapt  instruments  of  statecraft,  and  develop  innovative  approaches  to  leadership 
in  these  critical  domains. 

Strategic  Darwinism:  Evolve  or  Else 

The  scope  and  scale  of  the  shifts  taking  place  in  these  domains  are  reminiscent  of 
the  late  Cold  War  period,  when  defense  officials  in  the  Soviet  Union  were 
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among  the  first  to  truly  comprehend  what  emerging  U.S.  prowess  in  long-range 
and  precise  weaponry  represented — a  military-technical  revolution  that 
threatened  to  rapidly  erode  their  perceived  military  advantages.  The  reality  of 
U.S.  military  dominance  was  on  full  display  during  the  1991  Gulf  War,  when 
what  was  then  the  third  largest  military  in  the  world  was  unable  to  withstand  the 
combined  force  of  stealth  aircraft,  cruise  missiles,  special  operations  forces,  and 
armored  divisions — all  enabled  by  advanced  sensors  and  highly  networked 
command  and  control  systems. 

Many  in  the  United  States  triumphantly  embraced  these  developments  as 
evidence  of  a  unique  and  enduring  ability  to  project  and  sustain  power.  Yet,  some 
states — with  reason  to  be  concerned  about  U.S.  freedom  of  action  on  and  in  the 
sea,  air,  space,  and  cyberspace — were  spurred  to  embark  on  a  path  of  military 
modernization  and  doctrinal  development  that,  with  time,  would  be  able  to  hold 
this  ability  at  risk.  That  time  has  now  arrived.  While  the  United  States 
continues  to  hold  clear  advantages  in  sea,  air,  space,  and  cyberspace  capabilities, 
other  actors  are  and  will  be  positioned  to  credibly  contest  them  in  a  wide  range 
of  contingencies — from  insurgencies  and  state  failure,  to  major  conventional 

warfare,  to  the  ever  expanding  “hybrid” 
possibilities  in  between.  The  challenges 
posed  by  this  emerging  reality  should  not 
be  overestimated.  Yet,  they  cannot  be 
ignored. 

As  current  conflicts  and  both  unofficial 
as  well  as  official  assessments  of  the  emerg¬ 
ing  security  environment  have  shown, 
possible  adversaries  will  employ  methods 
designed  to  offset  U.S.  strengths.1  Potential 
challengers  have  powerful  incentives  to 
invest  in  systems  designed  to  threaten  the  primary  means  that  the  United 
States  utilizes  to  project  power — essentially  military  bases,  sea  and  air  assets,  and 
the  networks  that  support  them.2  Such  systems  include  but  are  not  limited  to: 
ballistic  missiles  that  can  threaten  bases  and  potentially  ships;  anti-satellite 
systems;  cyber  warfare  capabilities;  long-range  aviation  forces;  anti-ship  cruise 
missiles;  and  a  range  of  enabling  radar  and  satellite  technology.  These  types  of 
systems  would  most  likely  be  employed  in  what  the  Department  of  Defense 
(DOD)  terms  as  an  “anti-access”  strategy — one  designed  to  blunt  or  deny  U.S. 
power  projection  capabilities.  Importantly,  the  acquisition  and  posture  of  such 
systems  in  sufficient  numbers  by  a  potential  adversary  will  add  complexity  to  the 
decisionmaking  calculus  of  U.S.  policymakers  charged  with  considering  whether 
and  how  to  deploy  military  forces  into  high-risk  environments. 


F  he  United  States 
views  peace  and 
security  within  these 
domains  as  a 
common  global  good. 
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Decisions  by  a  range  of  actors  to  make  substantial  investments  in  these  areas 
are  also  enabled  by  an  international  system  that,  through  continued  market 
integration  and  technological  openness,  has  lowered  entry  barriers,  making  it 
cheaper  and  easier  to  acquire  or  develop  advanced  technology,  which  in  the 
previous  century  would  have  been  available  to  only  a  few  states.  These  dynamics 
are  most  clearly  at  play  in  cyberspace,  as  small  groups  or  individuals  can  have  an 
outsized  impact,  but  are  also  present  in  other  domains.  For  instance,  the  ability 
of  terrorist  groups  to  acquire  sophisticated  weaponry  via  state  sponsors  or  the 
black  market  can  pose  significant  threats  to  modern  militaries,  as  can  the  ability 
to  easily  purchase  detailed  satellite  imagery  from  commercial  providers.3 

That  a  range  of  state  and  non-state  actors  could  credibly  challenge  elements 
of  U.S.  ability  to  project  and  sustain  military  power  is  not  surprising.  Nor  does  it 
necessarily  suggest  that  actors  who  invest  in  such  capabilities  seek  either  to 
challenge  U.S.  leadership  or  to  upend  long-standing  international  diplomatic 
and  governance  frameworks  concerning  their  use.  Rather,  such  actors  are 
pursuing  their  rational  self-interest  in  a  world  in  which  dynamics  in  the  sea,  air, 
space,  and  cyberspace  domains  are  increasingly  central  to  the  security  and 
prosperity  of  all  nations. 

For  a  period  after  the  fall  of  the  Berlin  Wall,  some  assumed  that  U.S.  military 
dominance  would  dissuade  both  allies  and  competitors  from  making  investments 
in  capabilities  designed  to  facilitate  long-range  power  projection.  These 
assumptions  have  proven  false.  From  the  perspective  of  a  rising  power  like 
India  or  China,  it  makes  perfect  sense  to  develop  the  ability  to  not  only  protect 
critical  airspace,  coastlines,  or  space  and  cyberspace  assets,  but  also  to  project 
and  sustain  power  and  influence  abroad.4  Whether  it  is  to  protect  critical  sea 
lanes,  participate  in  multilateral  peacekeeping  and  antipiracy  operations, 
maintain  the  ability  to  credibly  project  power  against  possible  adversaries,  or 
hold  the  capabilities  of  potential  rivals  at  risk,  the  twenty-first  century 
international  system  will  require  great  powers  to  create  and  maintain  these 
capabilities. 

The  challenge  for  the  United  States  is  not  to  oppose  these  developments,  but 
rather  to  exercise  adroit  and  prudent  statecraft  to  properly  sustain  leadership  in  a 
world  in  which  these  domains  become  far  more  complicated  than  ever  before. 

Not  as  New  as  You  Think 


The  White  House,  along  with  the  DOD,  the  Department  of  State,  and  the 
intelligence  community,  are  paying  attention  to  the  shifting  security 
environment  outlined  above.  Too  often  however,  domain-centric  stovepipes 
have  made  it  difficult  to  gain  a  broader,  more  strategic  view  of  what  changing 
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dynamics  in  the  sea,  air,  space,  and  cyberspace  domains  portend  for  the 
protection  and  pursuit  of  U.S.  interests. 

To  properly  construct  a  strategic  approach  to  increasing  complexity  within 
the  sea,  air,  space,  and  cyberspace  domains  first  requires  acknowledging  their 
interconnectedness.  Modern  aircraft  and  maritime  vessels  increasingly  depend 
on  satellite  constellations  for  navigation,  and  today’s  globalized  economy  would 
quickly  grind  to  a  halt  without  the  Internet.  These  domains  are  global  by  nature, 
and  they  are  common  mediums  all  international  actors  use  for  communication 
and  commerce.  In  this  sense,  they  can  be  meaningfully  described  as  the  “global 
commons.”  The  use  of  this  analogy  has  no  formal  legal  meaning,  nor  does  it 
imply  that  these  domains  necessarily  share  a  common  diplomatic  or  commercial 
framework.  Characterizing  any  domain  as  a  global  common  does  not  suggest 
that  aircraft,  satellites,  ships,  or  information  networks  are  not  the  property  of  a  state 
or  actor.  Rather,  the  term  “global  commons”  illustrates  the  interconnectedness  of 

these  domains,  helping  to  break  down  domain¬ 
centric  concepts  and  bureaucratic  stovepipes. 
More  importantly,  it  helps  to  communicate  to 
key  U.S.  international  allies  and  partners  that 
the  United  States  views  peace  and  security 
within  these  domains  as  a  common  global 
good — something  that  all  nations  can  benefit 
from  equally.5  Thus,  both  Secretary  of  State 
Hillary  Rodham  Clinton  and  Secretary  of 
Defense  Robert  M.  Gates  have  employed  the 
term  in  speeches  and  official  documents.6 
Developing  a  more  integrated  approach  to 
the  global  commons  is  entirely  compatible  with  the  long-standing  U.S. 
leadership  role  in  creating  and  sustaining  a  healthy  international  system.  In 
the  years  following  the  end  of  World  War  II,  U.S.  strategists  grappled  with  the 
emergence  of  both  the  nuclear  age  and  a  powerful  Soviet  rival  with  significant 
air,  maritime — and  soon  space — capabilities.  They  managed  to  articulate  a 
strategic  approach  that  lasted  for  not  only  the  entire  Cold  War  but  remains 
relevant  today.  National  Security  Council  report  68 — the  1950  planning 
document  generally  identified  as  articulating  the  contours  of  the  U.S.  Cold 
War  approach — concluded  that  a  core  pillar  would  he  a  policy  “which  we  would 
probably  pursue  even  if  there  was  no  Soviet  threat  ...  it  is  a  policy  of  attempting 
to  develop  a  healthy  international  community.”7  Over  the  course  of  four 
decades,  the  United  States  pursued  a  grand  strategy  that  protected  U.S.  interests 
by  investing  in  diplomacy,  defense,  development,  and  intelligence  instruments, 
promoted  an  extensive  network  of  alliances  and  partnerships  with  states  that 
shared  interests  with  the  United  States,  and  pursued  strong  international  norms 


F  he  strategic 
imperative  is  to 
develop  innovative 
new  approaches  for 
the  global  commons. 
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and  agreements  on  key  global  issues  that  reflected  U.S.  values.  An  important 
element  of  this  strategy  included  consistent  leadership  in  promoting  peace  and 
security  in  the  sea,  air,  and  space  domains.  These  actions  helped  reinforce  an 
international  system  whose  very  architecture  promoted  vital  U.S.  interests. 

The  characteristics  of  today’s  international  system  continue  to  reflect  the 
interests  of  the  United  States  and  other  nations  who  value  robust  global 
communication  and  commerce  underpinned  by  peaceful  cooperation  in — and 
stewardship  of — the  sea,  air,  space,  and  cyberspace  domains.  The  strategic 
imperative  for  U.S.  policymakers  is  not  only  to  update  the  Cold  War-era 
diplomatic  and  legal  frameworks  that  enabled  relative  peace  and  security 
throughout  the  global  commons,  but  to  develop  innovative  new  approaches  to 
ensure  that  the  architecture  of  the  international  system  can  bear  the  weight  of 
new  challenges — enabling  the  United  States,  its  allies  and  partners,  and  the 
international  community  to  fully  benefit  from  tomorrow’s  opportunities. 

Space:  the  High  Ground 

The  need  to  update  and  build  on  Cold  War-era  approaches  is  most  clear  in  space. 
The  international  norms  and  agreements  that  help  guide  behavior  in  this 
domain,  such  as  the  1967  Outer  Space  Treaty,  were  forged  in  a  bipolar  era  wholly 
different  from  today’s  environment  and  require  strengthening  as  space  becomes  a 
much  more  complex  and  crowded  domain. 

The  United  States  remains  the  most  active  space-faring  nation.  In  2009 
alone,  it  conducted  65  commercial  and  national  space  launch  missions.  But  the 
United  States  is  far  from  the  only  significant  player  in  space.  Today,  nine  nations 
or  consortia  maintain  indigenous  launch  capability  and  there  are  over  60  nations 
or  consortia  with  assets  in  orbit.  In  1980,  there  were  approximately  4,500  objects 
in  orbit,  while  today  there  are  more  than  21,000  of  ten  cm  or  more  in  diameter.8 
In  other  words,  space  is  a  far  more  congested  environment  than  many  realize.9 

The  problem  of  space  debris  illustrates  today’s  more  congested  environment. 
The  use  of  space  has  produced  debris  that  threatens  the  long-term  sustainability 
of  key  orbital  belts.  While  the  creation  of  most  debris  is  accidental — such  as  the 
February  2009  collision  between  a  Russian  Cosmos  satellite  and  a  privately- 
owned  Iridium  satellite — some  result  from  intentional  acts.  For  example,  China’s 
January  2007  test  of  an  anti-satellite  missile  system  created  over  2,000  pieces  of 
debris,  most  of  which  will  circle  the  planet  for  decades.10  The  U.S.  Space 
Shuttle  has  had  to  maneuver  to  avoid  dangerous  debris,  and  U.S.  national 
security  satellites  have  expended  valuable  fuel  to  avoid  collisions.  The  increasing 
problem  of  congestion  requires  updated  international  guidelines  and  best 
practices  for  monitoring  and  warning  of  possible  collisions. 
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Space  is  also  growing  more  competitive. 
More  than  60  nations  or  consortia  utilize 
space  for  civil,  commercial,  intelligence, 
and  military  purposes.  European  nations 
are  producing  advanced  capabilities  that 
can  be  used  for  civil,  commercial,  or 
defense  purposes — the  emerging  Galileo 
satellite  constellation  is  an  example.11 
Russia  maintains  the  extensive  space 
infrastructure  and  remains  a  key  U.S.  partner  on  joint  civilian  programs  such 
as  the  International  Space  Station.  China  is  developing  robust  capabilities  across 
the  spectrum — from  satellite  constellations  to  a  manned  space  program  with 
lunar  aspirations.  In  recent  years,  both  Japan  and  India  have  enhanced  their 
civilian  space  capabilities.  Last  February,  Iran  launched  its  first  satellite,  and  in 
recent  years  North  Korea  conducted  several  failed  long  range  missile  tests  that  it 
claimed  were  successful  satellite  insertions.12  Moreover,  the  commercial  space 
industry  includes  markets  for  satellites  as  well  as  launch  capability,  the  economic 
value  of  which  is  estimated  to  be  several  hundred  billion  dollars.13  As  the 
interim  Space  Posture  Review  to  Congress  concluded,  the  United  States  no 
longer  enjoys  a  paramount  position  in  the  international  marketplace  for  space 
capabilities  and  services.14 

Finally,  space  has  long  been  used  for  military  purposes,  and  these  dynamics  are 
sure  to  continue.  The  United  States’  space  infrastructure  allows  the  U.S.  military 
to  strike  with  precision,  to  navigate  with  accuracy,  to  communicate  with 
certainty,  and  to  see  the  battlefield  with  clarity.15  Other  nations  are  seeking  the 
ability  to  hold  these  advantages  at  a  degree  of  risk.  U.S.  and  allied  space  assets 
today  are  threatened  by  a  range  of  counterspace  capabilities,  from  spectrum 
jamming  to  the  physical  destruction  of  satellites.  China  is  far  from  the  only  actor 
seeking  to  develop  the  capability  to  deny  or  interfere  with  the  space  capabilities 
of  others.  Iran  has  repeatedly  jammed  commercial  satellites  to  censor  television 
news  to  their  public,  and  other  actors  have  made  similar  efforts.16 

Given  these  dynamics,  the  United  States  must  be  prepared  to  operate  in  a 
contested  space  environment.  This  not  only  requires  significant  improvements 
in  the  ability  to  detect  natural  or  man-made  threats  to  the  space-based  platforms 
of  the  United  States  and  its  allies  and  partners,  but  it  necessitates  building 
improved  resiliency  into  its  systems.  Across  a  range  of  potential  contingencies, 
U.S.  armed  forces  need  to  be  able  to  both  prevail  in  environments  in  which  a 
portion  of  its  space  infrastructure  is  temporarily  degraded,  but  deter  such 
situations  by  reducing  vulnerabilities,  increasing  operational  responsiveness,  and 
maintaining  the  ability  to  respond  appropriately  to  any  attack. 


F  he  need  to  update 
and  build  on  Cold 
War-era  approaches 
is  most  clear  in  space. 
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Final  Frontier  2.0 

No  domain  holds  so  much  challenge  and  opportunity  as  cyberspace.  It  is  hard  to 
overstate  the  degree  of  dependence  the  United  States  has  on  the  information 
systems  and  networks  that  integrate  industry,  empower  entrepreneurship,  and 
enable  the  pursuit  of  U.S.  interests  at  home  and  abroad. 

The  United  States  depends  on  cyberspace  for  its  prosperity — as  President 
Barack  Obama  has  said,  it  has  “become  woven  into  every  aspect  of  our  lives.”17 
Cyberspace  is  obviously  a  man-made  domain,  but  it  retains  many  of  the  basic 
characteristics  of  the  natural  domains  of  the  sea,  air,  and  space — ubiquitous, 
central  to  lives  and  livelihoods,  and  so  vast  that  establishing  total  awareness  or 
control  is  practically  impossible.  While  component  parts  of  information 
networks  and  infrastructure  are  owned  by  states,  businesses,  and  other  actors, 
the  nature  of  this  architecture  and  the  way  information  moves  within  it  demands 
a  global  view.  In  this  important  respect,  it  is  useful  to  conceive  of  cyberspace  as  a 
global  domain — like  the  sea,  air,  and  space  domains. 

U.S.  security  is  highly  dependent  on  cyberspace.  DOD’s  information  networks 
provide  command  and  control  of  U.S.  forces,  the  intelligence  and  logistics  on 
which  they  depend,  and  the  weapons  technologies  that  are  developed  and 
utilized  in  the  field.  As  the  2010  Quadrennial  Defense  Review  (QDR) 
concluded:  “In  the  21st  century,  modern  armed  forces  simply  cannot  conduct 
high-tempo,  effective  operations  without  resilient,  reliable  information  and 
communication  networks  and  assured  access  to  cyberspace.”18  On  any  given  day, 
there  are  up  to  seven  million  DOD  computer  and  telecommunications  tools  in 
use  in  88  countries,  using  thousands  of  war-fighting  and  support  applications.  As 
a  consequence,  U.S.  defense  networks  are  scanned  millions  of  times  each  day.19 
The  sophistication  and  frequency  of  the  threats  posed  to  U.S.  defense  and  other 
national  networks  are  rapidly  increasing  as  well. 

The  level  of  speed,  automation,  and  anonymity  that  help  define  the 
characteristics  of  cyberspace  pose  difficult  challenges  from  a  defense  and 
intelligence  perspective.  And  while  the  DOD  and  intelligence  community  are 
generally  considered  the  best  prepared  for  cyber  defense,  the  nature  of  the 
domain  tends  to  favor  the  offense.  Therefore,  to  truly  defend  and  advance  U.S. 
interests,  the  U.S.  approach  to  cyberspace  cannot  consist  only  of  static  defense. 
As  Deputy  Secretary  of  Defense  William  Lynn  has  argued,  the  United  States 
must  “resist  the  temptation  of  trying  to  retreat  behind  a  fortress  of  firewalls.  We 
can’t  afford  a  digital  version  of  the  Maginot  Line.”20 

Consequently,  DOD  is  adapting  to  the  rapidly  evolving  cyber  environment  by 
developing  a  set  of  sophisticated  cyber  capabilities  that  it  is  consolidating  in  U.S. 
Cyber  Command  (USCYBERCOM),  which  will  have  the  day-to-day 
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responsibility  for  operating  and  defending  DOD’s  information  networks.2 1  A  key 
component  of  USCYBERCOM’s  mission  is  to  create  and  sustain  a  tailored  suite 
of  capabilities  that  can  help  defend  U.S.  military  networks  and,  if  directed  by  the 
president,  hold  an  adversary’s  network  at  a  degree  of  risk.  DOD  is  also  focusing 
resources  on  building  a  cadre  of  cyber  experts  and  equipping  them  with  the  latest 
technologies  to  protect  and  defend  U.S.  information  networks.  Just  as  the 
growing  importance  of  space  in  the  middle  of  the  twentieth  century  demanded 
significant  investments  in  both  capabilities  and  personnel  who  could  design, 
build,  and  field  revolutionary  new  systems,  the  DOD  and  its  interagency  partners 
are  working  to  ensure  the  availability  of  a  workforce  of  highly  skilled  civilian  and 
military  cyber  security  specialists. 

Importantly,  advancing  U.S.  interests  in 
cyberspace  requires  that  any  military  and 
intelligence  capabilities  play  a  supporting 
role  in  a  positive  agenda  that  champions 
international  norms  and  agreements  to 
promote  free  access  and  prosperity  in 
accordance  with  U.S.  values.  Just  as  the 
United  States  supports  norms  and 
frameworks  in  other  domains  that  promote 
fair  access  and  cooperation,  it  is  beginning 
to  articulate  an  international  agenda  that 
promotes  Internet  freedom. 

As  in  other  domains,  a  positive  agenda  requires  strong  diplomacy  reinforced 
by  capable  defenses.  As  Clinton  has  argued,  by  articulating  and  reinforcing  U.S. 
desire  for  openness  and  freedom  in  cyberspace,  “we  can  create  norms  of  behavior 
among  states  and  encourage  respect  for  the  global  networked  commons.”22  For 
cyberspace  in  particular,  this  requires  strong  interagency  and  international 
partnerships  that  can  articulate  a  cohesive  approach  and  marry  such  an  approach 
with  strategies  and  policies  that  reinforce  shared  interests. 

In  many  ways,  however,  government  actors  are  far  from  the  only  leaders  in 
cyberspace  policy  and  strategy.  Google’s  recent  decision  to  close  its  Internet 
search  service  in  China  was  a  significant  development  that  arguably  constitutes 
a  turning  point  in  the  history  of  cyberspace — for  the  first  time,  a  leading 
corporation  forcefully  defended  Internet  freedom  in  the  face  of  state  censorship 
and  withdrew  from  a  large  market  when  it  was  consistently  violated.23  As  has 
been  seen  in  other  key  domains,  the  principles  of  fair  access  and  freedom  of 
movement  undergirded  by  strong  international  agreements  and  frameworks  will 
be  a  key  characteristic  of  U.S.  cyberspace  strategy. 


Advancing  U.S. 
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Common  Seas  and  Skies 


The  pace  and  scope  of  changes  in  the  air  and  sea  domains  remain  vital  national 
security  concerns.  The  United  States’  long-held  supremacy  in  the  ability  to 
project  and  sustain  power  in  these  domains  continues,  but  the  degree  of 
superiority  will  inevitably  lessen  over  time  as  rising  powers  make  significant 
investments,  technology  becomes  more  advanced,  and  as  proliferation  of 
advanced  weapon  systems  accelerates. 

Naval  dynamics  are  being  strongly  influenced  by  the  rising  importance  of 
maritime  geography.  For  example,  as  China  and  India  further  integrate  into  the 
global  economic  system,  they  are  becoming  more  reliant  on  the  security  and 
stability  of  key  sea  lines  of  communication.  As  Robert  Kaplan  has  outlined,  more 
than  85  percent  of  the  oil  and  oil  products  bound  for  China  cross  the  Indian 
Ocean  and  pass  through  the  Strait  of  Malacca.  India  depends  on  the  Middle  East 
for  90  percent  of  its  oil  imports,  and  currently  operates  the  world’s  fifth  largest 
navy.24  These  dynamics  form  the  backdrop  for  an  important  phase  in  the 
geopolitics  of  Asia — a  period  where  ensuring  access  to,  and  the  stability  of, 
critical  sea  lines  of  communication  will  pose  substantial  challenges  to  U.S. 
diplomacy  and  defense  planning.  Moreover,  changing  climate  conditions  in  the 
Arctic  will  eventually  result  in  large  areas  of  the  region  being  free  of  ice,  and 
thus  useful  for  commercial  shipping  during  parts  of  the  year.  The  Arctic  is  thus 
an  area  of  increasing  international  attention  by  maritime  and  particularly 
northern  nations.25 

This  shared  need — along  with  the  United  States — for  secure  sea  lines  of 
communication  offers  powerful  incentives  for  cooperation  in  a  wide  range  of 
areas,  from  antipiracy  to  naval  exchanges  and  perhaps  even  multilateral 
exercises  and  partnerships.  These  shifting  dynamics  are  well  known  to  naval 
analysts  such  as  Frank  Hoffman,  who  concludes  that  if  oriented  toward  openness 
and  stability: 

. . .  emerging  naval  powers  could  be  significant  bulwarks  supporting  the  health  and 
success  of  the  international  system.  However,  if  geared  toward  anti-access  missions 
and  exclusivity,  they  could  profoundly  challenge  the  U.S.  Navy’s  ability  to  maintain 
the  openness  of  the  maritime  commons/ 

As  the  2010  QDR  described,  in  addition  to  counterspace  and  cyber 
capabilities,  China  is  deploying  significant  numbers  of  medium-range  ballistic 
and  cruise  missiles,  new  attack  submarines  equipped  with  advanced  weapons, 
increasingly  capable  long-range  air  defense  systems,  and  advanced  fighter 
aircraft.  These  investments  appear  to  be  designed,  at  least  in  part,  to  create 
the  ability  to  temporarily  contest  or  deny  freedom  of  access  and  movement 
in  the  maritime  approaches  to  the  mainland.  Moreover,  China’s  navy  is 
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developing  the  capability  to  deploy  surface  combatants  and  submarines  at 
extended  distances  from  the  Chinese  mainland.27 

These  investment  patterns  are  not  limited  to  China.  Other  states  are 
acquiring  anti-ship  cruise  missiles,  quiet  submarines,  advanced  mines,  and 
other  systems  that  threaten  naval  operations.  In  addition  to  these  weapons,  Iran 
has  fielded  large  numbers  of  small,  fast-attack  craft  to  employ  “swarming”  tactics 
designed  to  overwhelm  the  defenses  of  the  United  States  and  other  nations’ 
naval  vessels.28 

Similar  dynamics  are  also  influencing  investment  patterns  in  global  air  power. 
Based  on  current  trends,  it  is  likely  that  U.S.  air  forces  in  future  conflicts  will 
encounter  integrated  air  defenses  of  far  greater  sophistication  and  lethality  than 
those  fielded  by  current  adversaries.  Proliferation  of  modern  surface-to-air  missile 
systems  will  pose  growing  challenges  for  U.S.  military  operations  worldwide. 
And  non-state  actors  such  as  Hezbollah  have  acquired  unmanned  aerial  vehicles 
and  man-portable  air  defense  systems  from  Iran.29  In  particular,  the  United 
States  and  its  allies  will  need  to  prepare  for  an  environment  in  which  unmanned 
aerial  systems  are  much  more  widely  available  to  state  and  non-state  actors.  The 
range,  persistence,  and  autonomy  such  systems  will  possess  require  focused 
attention  by  those  concerned  with  the  future  of  global  air  power.  ’0 

To  better  prepare  for  a  complex  future  environment  in  which  anti-access 
capabilities  of  the  kind  described  above  are  widely  proliferated,  Gates  has  asked 
the  air  force  and  navy  to  develop  a  joint  air-sea  battle  concept  for  defeating 
adversaries  across  the  range  of  military  operations,  including  those  equipped  with 
sophisticated  anti-access  and  area  denial  capabilities.31  The  concept  will  address 
how  air  and  naval  forces  will  integrate  capabilities  across  all  operational 
domains — sea,  air,  land,  space,  and  cyberspace — to  counter  growing  challenges 
to  U.S.  freedom  of  action.  As  it  matures,  the  concept  will  not  only  help  guide 
the  development  of  future  capabilities  needed  for  effective  military  operations, 
but  it  is  likely  to  heavily  influence  how  the  DOD  works  with  allies  and  partners 
in  these  domains.  ’2 

The  Coming  Convergence 

Spurred  by  changing  dynamics  throughout  the  sea,  air,  space,  and  cyberspace, 
the  DOD  is  assessing  how  it  can  help  maintain  stability  in  these  critical  domains 
while  protecting  U.S.  interests.  The  department  is  developing  a  new  National 
Security  Space  Strategy,  completing  a  comprehensive  internal  assessment  of 
cyberspace  strategy,  and  developing  an  AirSea  battle  concept.  These  reviews  will 
help  further  guide  the  department  as  it  considers  how  best  to  invest  in  the 
capabilities  and  training  required  for  a  complex  future. 
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It  is  particularly  important  to  consider  how  growing  complexity  in  the  sea,  air, 
space,  and  cyberspace  might  cause  actors  in  the  international  system  to  make 
widely  different  judgments  concerning  both  the  intentions  and  capabilities  of 
others.  Cold  War  deterrence  dynamics  were  incredibly  complex,  and  if  the 
forgoing  assessment  is  valid,  it  seems  reasonable  to  conclude  that  cross-domain 
deterrence  dynamics  will  constitute  a  core  analytic  issue  for  the  U.S.  defense, 
diplomatic,  and  intelligence  community — particularly  as  shifts  in  the  actual  or 
perceived  balance  of  power  in  sea,  air,  space,  and  cyberspace  become  more 
opaque.  For  example,  it  is  critical  to  develop  greater  insight  into  the  complex 
issues  involving  conflict  in  space  and  cyberspace  (e.g.,  when  attacks  in  space  or 
cyberspace  constitute  a  use  of  force  inconsistent  with  UN  Charter  obligations), 
and  how  to  control  escalation  dynamics  to  avoid  such  an  unfortunate  scenario 
(e.g.,  when  and  how  conflict  in  space  or  cyberspace  might  result  in  the  use  of  air, 
ground,  and  sea  forces).33 

The  converging  challenges  and  opportunities  presented  to  the  United  States 
by  dynamics  across  these  domains  cut  across  all  aspects  of  the  U.S.  economy, 
society,  and  its  international  relations.  While  this  brief  review  has  focused  on  the 
military’s  role,  a  comprehensive  whole-of-govemment  approach  is  essential. 
Moreover,  the  U.S.  government  must  work  increasingly  closely  with  both  private 
sector  and  international  partners.  The  United  States  must  continue  to  build  and 
strengthen  partnerships  and  to  provide,  as  much  as  possible,  common  approaches 
to  the  global  commons. 

U.S.  instruments  of  statecraft — including 
diplomacy  and  development,  defense  and 
intelligence — are  working  hard  to  update 
approaches  to  a  security  environment  that 
is  increasingly  complex.  Changing  dynamics 
on  and  in  the  sea,  air,  space,  and  cyberspace 
will  pose  some  of  the  most  difficult 
challenges  the  international  community 
will  face  this  century.  Assessing  these 
dynamics,  integrating  historical  lessons, 
and  implementing  cohesive  strategies  will 
demand  focused  attention  in  the  government,  the  private  sector,  and  key 
research  institutions.  The  United  States  is  at  the  beginning  of  a  critical  and 
lasting  national  security  imperative — to  prepare  U.S.  institutions  and  the 
American  people  for  a  set  of  cross-domain  challenges  that  demand  new 
thinking  and  innovative  approaches. 

It  is  in  the  U.S.  interest  to  continue  to  shape  the  future  of  the  international 
system,  and  help  maintain  peace  and  security  in  the  common  global  domains 
that  sustain  it.  The  essence  of  the  U.S.  approach  to  this  challenge  must  draw  on 
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the  positive  legacy  of  its  leadership  during  a  similar  inflection  point  in  the 
middle  of  the  last  century.  Reaffirming  its  leadership,  reorienting  its  national 
security  strategies  and  programs,  and  renewing  its  role  as  the  security  and 
diplomatic  partner  of  choice  throughout  the  global  commons  will  do  much  to 
not  only  sustain,  but  also  to  elevate,  its  role  in  the  decades  ahead. 
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